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O ABSTRACT 0O

The increase in sensitive online transactions of organizations across the network has
made database an important asset to the organization and thus became a target for internal
and external security breaches. Due to the failure of traditional data protection systems,
researchers have sought to the Fine-Grained Access Control (FGAC) model to perform this
task because of its accuracy in meeting current security requirements at the level of
records, columns and even individual cells. Despite the diversity of proposed FGAC
methods, they are classified into two main models: Truman & Non-Truman model.

The research is mainly concerned with the study of the problems resulting from the
enforcing of the access control policy under the Truman model, we have concentrated on
the weakness of the performance of the restricted query and studied the factors affecting it.
We have improved the performance by predicate caching , and enhanced the safe
processing of queries under this model, reducing the likelihood of leakage through user-
defined functions.
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[5]. defined functions
: adiieal) B (e Al alsil) e bl qupd —1-2-3-1
Jsia I dseadly S dal Zubiw sms sty @il e bl Cuped ng Ve L Lo
EOLY) (o peaici cpm 8 dai S Al il ) Jgeasll (periivsall rans Gy 'customers il
b0l Al Aa) Aubd) b o Gt 50 Y Ll (ads dualis of e
create or replace function PF (schema in varchar2, tab in varchar2) return varchar2 as
begin
return g'[s(gender)= "true’;
end;
P Al Aagall 330 by 25 S G

create or replace function $ (gender varchar2) return varchar2 as

begin
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if gender like 'm'
then return 'true’;
else return 'false’;
end if;
end;
dllyy LS customers Jsaall (e 2einl) dpalass dlle Ul 20l 8 axdis pom ol (a5
b A il o Li) 8 dalend) o3a padid 5. bl sae 8 ol L) dalens Liaf
create or replace function leak (email in varchar2,gender in varchar2, marital_status
in varchar2) return varchar2 as
begin
dbms_output.put_line('email ='||lemail||' marital_status ='||marital_status||'  gender

='lgender);
return 'true'; end;

Sl pem jlaa) ol axs customers Jsaall oo PF il dliadd) i) dusbud) ayy any
: uJLJ\
select cust_email,gender,marital_status
from oe.customers

where customer_id between 100 and 200
and leak(cust_email,gender,marital_status)="true’;

tJRAl aanl L) D) sty a il (PF) @il dulad) sl elesin) ) AT JSG 530
select cust_email,gender,marital_status from oe.customers

where customer_id between 100 and 200
and leak(cust_email,gender,marital_status)="true' and s(gender)= "true’;

Slo sing 4l Jorall Dlaia¥) J<G (e 12Dl . L 4l Zalial) Chlaglaall axiiisd) Jsamy lanal @llig
26 Germy e customers Joaall EBla e Lokt (i Lol 3 optimizer ) oSaty dag b 450G
3581 Yyl 4ipkt (gympud (CUStomer_id ) Lty lalite sy Jagdl) oda aal of La o Adledy Dlaia)
A B juball @ e Slaiuyl danl oildse oila optimizer Sl gamy Julls ol <5 Ui
(10)JSaL Glisaa sall

B ilaall (jo Uidl ST A dlaall 23 Glld pa 5 adiieall iliall (i dwins Uaylis) e s ddad ol )
Jisaall JLEaY Ceumd 28 0588 o an Leak ol ) Wy L customers Jsaall e (1
dalie Ll Wl cdlandl oda ol ol gl e ciijie sl of @llia gl JUL 5. (s(gender)=true)
- Sal aadioll
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(> o
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EMALIL =Constantin.WellesQANHINGA,EXAMPLE. COM MARITAL_3TATUS =married GENDER. =H
EMAIL =Harrison.PacinofaNI.EXaMPLE.COM HARITAL_3TATUI =single GENDEFR. =H

EMAIL =Manisha.TaylorBAUKLET.EXAMPLE. COM HARITAL_ 3TATUS =married GE
EMAIL =Harrison.3utherland@GODWIT.EXAMPLE. COM MARITAL_3TATUS =single
EMAIL =Matthias.MacGrawlGOLDENEYE.EXAMPLE. COM MARITAL_ 3TATUS =married
EMALIL =Matthias.Hanmah@GREEE.EXAMPLE, COM MARITAL_5TATUS =szingle GENDEE. =H

EMAIL =Matthias.CruizefGROSBELAK, EXAMPLE. COM MARITAL_STATUS =married GENDEE. =F
EMAIL =Meenakshi.MasonQJACANA.EXAMPLE. COM MARTTAL_3TATITS =married GENDEE. =H
EMALIL =Christian.CagefKINGLET.EXAMPLE. COM MARTTAL 3TATUS =single GENDEER. =M
EMAIL =Charlie.SutherlandBLIMPEIN.EXAMPLE. COM MARTTAL 3TATITS =married GENDEE. =M
EMALIL =Charlie.PacinoBLONGSFUR.EXAMPLE. COM MARITAL_ 3TATUS =single GENDEE. =H
EMAIL =Guillaume.Jackson(AMOORHEN.EXAMPLE. COM MARITAL_ 3TATUS =married GENDER. =M
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2(12) 8 (e peaaty S Jadh 3L Aualal

CUST_EMAIL |8 cencer [ marrmaL_sTaTus |
Markus.Rampling@PUFFIN. EXAMELE .. COM M single
Goldie.5later@FYRROAULOXIA.EXAMPLE.COM M married
Divine.AvkroydEBREDSTART .EXAMELE . COM M single
Dieter.Matthau@VERDIN.EXAMELE . COM M married
Divine.Sheen@COWBIRD.EXAMPLE . COM M single
Frederico.Romeroc@CURLEW. EXAMELE . COM M married
Sidnev.Capshaw@DUNLIN.EXMMELE . C M single
Frederico.Lyocn@FLICKER.EXAMFELE. M M married
Eddie.Bover@EALLINULE. EXAMELE . COM M married
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LMATL =Geraldine.Martin@3COTER.EXAMPLE. COM MARTITAL_ STATUS =single GENLEER. =HM
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