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O ABSTRACT 0O

Wireless multimedia sensor network (WMSN) consists of large number of small
size, low power, limited sources sensor nodes, which are deployed in tested field. These
nodes have the ability to sense, to process, to store and to send multimedia data from the
environment in real time. A security issue in WMSNSs is one of important issues that
should be study, because of the special nature of this network, and the importance of
inquest basic security requirements of sending information in the network. Using digital
signature is very effective way to verify source node's identity, and it is considered as an
important way to detect "Man In Middle" attack, and to achieve data integrity and
privacy.

MQQ algorithm which is recently proposed is one of public key cryptography
(PKC) algorithms. This algorithm provides good performance as other PKC algorithms
such as ECC and RSA. In addition, the implementation of digital signature based on MQQ
algorithm -which is called MQQ-SIG- has very good advantages when applied to other
networks. In this paper, we present an analyzing study of implementation MQQ-SIG in
WMSNSs. To achieve our goal, we used real images which are taken by multimedia
wireless sensor nodes. We studied important parameters such as size of generated keys,
execution time and space occupied in flash memory of multimedia wireless sensor nodes.

Results showed that MQQ-SIG has good performance, as well as the short
execution time for generating digital signature, and the execution time of signing and
verification operations as similar as that of RSA algorithm. Results also showed the
importance of taking into account a large size of public key of MQQ algorithm when
implementation it in WMSNSs.

Keywords: wireless multimedia sensor networks< digital signature, MQQ PKC
algorithm, quasigroups.
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