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o ABSTRACT O

Cryptographic keys is one of the main issues when designing symmetric encryption
algorithms. Several encryption algorithms have used Pseudo Random Number Generators
(PRNG). The problem with PRNGs is that they are deterministic where usage of the
randomly generated key will be repeated and it’s occurrence depends on its length since
the generation of the key is done based on mathematical mechanism or by using sources of
randomness like thermal or chemical sources. The randomness property of DNA
introduces a solution for the problem of key generation, which results from random
succession of DNA nucleotides. Besides, DNA offers keys with lengths as required. Real
DNA sequences, taken from public genetic databases exploited as a source for encryption
keys. This paper demonstrates the use of OTP encryption key extracted from random
generated DNA sequences as a substitute for DNA sequences taken from public genetic
databases and performance evaluation of the proposed algorithm by applying the algorithm
on text files of different sizes.
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& C @ Notsecure | ftp://ftp.ncbi.nlm.nih.gov/genbank
Index of /genbank/
)| [parent directory]
Name Size Date Modified

|| gbvrt84.seq.gz 333 MB 4/22/19, 9:39:00 PM
[ gbplnl22 seqez 330 MB 4/22/19,9:59:00 PM
[ gbvrt83 seqez 327 MB 4/22/19, 9:39:00 PM
[ gbplnll9.seq.gz 318 MB 4/22/19,9:59:00 PM
|7 ebplnllf.seq.ez 310 MB 4/22/19, 9:39:00 PM
[ gbpln73 seqez 298 MB 4/22/19, 9:539:00 PM
|7 ebplnl2l.seq.gz 298 MB 4/22/19, 9:39:00 PM
[ gbplnl3d.seqez 298 MB 4/22/19,9:59:00 PM
|7 ebplnl24 seq.gz 295 MB 4/22/19, 9:39:00 PM
[ gbplnl33seqez 292 MB 4/22/19,9:59:00 PM
|7 ebplnl3l.seq.gz 286 MB 4/22/19, 9:39:00 PM
[ gbplnl28.seqeoz 283 MB 4/22/19,9:59:00 PM
|7 ebplnl27 seq.gz 282 MB 4/22/19, 9:59:00 PM
[ gbplnll6.seq.gz 274 MB 4/22/19,9:59:00 PM
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Plain Text (Lol aill) : Tishreen

Binary encoded plain Text (Ll eyl ¥l (aill):
0101010001101001011100110110100001110010011001010110010101101110
Generated DNA OTP is (Lu\}us: sl gi 3 (gAllg Baaly Byal padal) ~lisa ): CATACCGA
Binary Encoded OTP (Lali jaje saaly byal idill »ida):
0100001101000001010101000100000101000011010000110100011101000001
Cipher text in Binary (Al jujll jeial (aill):
0001011100101000001001110010100100110001001001100010001000101111
Cipher text in DNA 350y ey jadall (il
ACCGATTAATCGATTCAGACATCTATATATGG

Original text (L) aill) : Tishreen
Encryption time (il () : 0.015627145767211914
Decryption time (L.l ¢la (40} : 0.01562356948852539

Total Time (_udll lay ypeasll QW oe3l): 0.031250715255737305
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S kel paill Jsla (midi) (2) Jsaadl s Wa)lial 5 Adlske sac 8 335 DNA 50y ) 25U dapally
sac W) iy ool (ajar Winesi iy (28585) DNA 300l < o Cum DNA gy ) aligad vie Caail
@M anin LY aill e Jpaall Glocal jaiil ol 4ali 8 lgelaiind oy il 4al 3 dediud)
Dokl Zigs Python 3.7 daapl da) aadiuly W@uli & lly dessied) G0 lsall cihlsl ehal &
cbiall atally cpalide s silea e cl)lgay) cujal .Pycharm Community Edition 2018.2.4
Intel® Celeron® CPU 1.10GHz Dual Core <ilialsdl 4320 SMASUNG Jsene caula lea J5Y)
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LI, i) iy pEdal () Cus o lall slally cpiline Glua gilga o Aagiall L lgad) JLEa0 i3 Jgaal

SAMSUNG Dual Core 1.10 iy Joka

GHz HP Core " I3 3.9 GHz e
Sl pas | o

ol Gl (y) ondill ey | pdal) G ey | ddall ) DNA

sl sl sl gtk oTP
0.06249690 0.12499570 | 0.01565933 | 0.01562237 1024 1IKB |1
0.12500143 0.23435354 | 0.03125429 | 0.03121113 2048 2KB 2
0.15624594 0.45310831 | 0.03122234 | 0.04688191 3072 3KB |3
0.21873474 0.51560878 | 0.04690504 | 0.04690194 | 4096 4KB |4
0.21877360 0.32813119 | 0.04739274 | 0.04814553 4423 4.327KB |5
0.18750882 0.28126454 | 0.05435456 | 0.05635711 5120 5KB |6
0.32813620 0.46877908 | 0.06250381 | 0.07813382 | 6601 6.457KB |7
0.42185544 0.84373545 | 0.06250286 | 0.09373450 | 8192 8KB |8
0.89058256 1.42184591 | 0.17192602 | 0.17189168 | 16384 16KB |9
1.82806181 2.43742847 | 0.25005245 | 0.29690504 | 32768 32KB |0
3.62488174 4.62487435 | 0.48441839 | 0.59384322 | 65536 64KB |1
3.68768811 4.46898722 | 0.51564717 | 0.60944366 | 69632 68KB (2
7.04664897 8.42163276 | 0.96888327 | 1.15636706 | 131072 128KB |3
14.60892343 | 17.78070831 | 1.95333337 | 2.28148603 | 262144 | 256KB |4
29.82719612 | 39.31128239 | 3.87540888 | 4.59423470 | 524288 | 512KB |5
59.09191679 | 74.70079803 | 7.86017656 | 9.17287182 | 1024000 | 1000KB |6
118.54319167 | 159.83878302 | 17.1893215 | 18.8769946 | 2048000 | 2000KB |7
363.46760010 | 345.74074053 | 33.7948503 | 43.3006381 | 4096000 | 4000KB |8
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P pnd) Zall ilS 1)) Gum 0.01 Lasl) dadll s [1,0] Jlasll aa P-value dad 75l cam
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OLaaY) sl 4a))lsad) [13] il olasy) #
Aa yisdl)
v 0.783854 0.739918 Frequency 1
V 0.043174 0.035174 Block Frequency 2
Vv 0.532142 0.350485 Linear Complexity 3
V 0.634146 0.534146 Longest Run of Ones in a 4
v 0.945756 0.911413 Binary Matrix Rank Test .5
N 0.1314362 0.122325 Discrete Fourier Transform .6
v 0.9999998 | 0.213309 Non Overlapping 7
v 0.9999997 0.350485 Overlapping Template .8
v 0.4853504 0.350485 Maurer's Test .9
v 0.742325 0.739918 Run Test 10
v 0.9999998 | 0.739918 Serial Test 11
N 0.783854 0.739918 Approximate Entropy 12
v 0.9999998 0.122325 Cumulative Sums [forward] | .13
v 0.9999998 - Cumulative Sums [invers] .14
Vv —— Random Excursions .15
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15. Random Excursions Variant Test: [('-9.0', -9.0, 3, 0.903478, True), (-8.0', -8.0,
2, 1.0, True), (-7.0', -7.0, 1, 0.889706, True), ('-6.0', -6.0, 2, 1.0, True), (-5.0', -
5.0, 4, 0.738882, True), ('-4.0', =4.0, 4, 0.7054569861112734, True), ('-3.0', -3.0, 4,
0.65472, True), ('-2.0', -2.0, 4, 0.563702, True), ('-1.0', 1.0, 3, 0.617075, True)]
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