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O ABSTRACT 0O

Named Data Network is an ICN (Information Central Network) architecture designed to be
an Internet architecture that is designed to address some of the limitations caused by the
use of IP.

NDNs use the drag form to distribute content where content is first explicitly requested
before you deliver it, showing the effectiveness of this form by aggregating the conflicting
requests for the same content and temporarily storing that content on the router.
Although it reduces latency and increases bandwidth usage, router caching makes the
network vulnerable to new attacks on the cache by injecting and counterfeiting malicious
content to replace good content and placing it in the router cache to be a candidate for
customer requests.

Our research aims to provide a mechanism to protect content hidden in the cache memory
of routers so as to prevent malicious content poisoning attacks by malicious providers. This
mechanism relies on the order of copying the content in a priority that increases and
decreases according to users' opinions.

We have conducted a series of experiments on the NDNSIM emulator within the NS3
environment, and these experiments have shown that our algorithm is capable of
preventing these attacks.
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